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Agenda

« Why, what happened?
* Terminology
 Strategies and Processes

 Establishing a Framework
» Assessment and Objective Setting
« Critical Process ldentification
» Business Impact Analysis
» Continuity Response Approaches
* Plan Implementation and Testing
« Monitoring, Validating and Improving

« A guide to creating a ‘Run Book’
* Additional Resources and References
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A Travelers study found that 487% of small businesses are
operating without any type of business continuity plan, yet
95 percent indicated they felt they were prepared.

-Travelers Insurance (2012)
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Business Continuity Institute - Horizon Scan Report 2018
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Information Security

* This model (CIA Triad or AIC
Triad) is designed to guide
policies for information
security within an
organization.

Avalilability

Don’t Buy The Hype: High Availability is not a replacement for continuity
planning. High Availability is about the Information Systems, Business
Continuity is about the business processes.
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ClA Triad

\/Confidentia"ty Confidentiality prevents unauthorized

continued... _ disclosure of information.
o Privacy
o Encryption
o Access Controls
o Verification
v - Integrity assures that the data cannot be
Integr“_:y modified in an unauthorized manner.
o Consistency
o Accuracy
Z
%
73 - =1: Information should be readily available for
‘/Avallablllty authorized users.

o Redundancy
Availability o Bandwidth
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Terminology

Making sense of the technical jargon

* Disaster Recovery (DR) — A term that usually refers to the technology
involved with a company. It would include the computer systems,
communication, data network, etc.

« Business Continuity Management (BC/BCM) — A term that
encompasses the whole operation including disaster recovery. Where
disaster recovery is the technical aspect of the operation, business
continuity relates to the operational side, people and processes.

Includes 3 key elements:

* Resilience: Creating (critical) business functions and supporting infrastructure that are well
designed.

* Recovery: Arrangements are made to recover or restore critical and less critical business
functions.

« Contingency: Establishing a generalized capability and readiness to effectively handle
whatever occurs.
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Terminology

Making sense of the technical jargon

« Risk Management — A term that refers to the identification, assessment
and prioritization of risks followed by coordinating resources to minimize,
monitor and control the probability and/or impact of unfortunate events.

« Avoidance — Is the practice of coming up with alternatives so that the risk in question is not
realized.

« Transfer — Is the practice of passing on the risk in question to another entity, such as an
insurance company.

« Mitigation — Is the practice of the elimination of or the significant decrease in the level of risk
presented.

« Acceptance — Is the practice of accepting certain risk(s), typically based on a business
decision that may weigh the cost vs. benefit.
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Terminology

Making sense of the technical jargon

* Recovery Point Objective (RPO) — The target set for the status and
availability of data (electronic and paper) at the start of a recovery process
in a known, valid state and can safely be restored from.

 Recovery Time Objective (RTO) — The target time for resuming the
delivery of a product or service to an acceptable level following its

disruption.
RPO RTO
<P < >
T T T ]
Backup Data Loss Event Data Restored ’

Recovery Time Actual (RTA) - The amount of real-world time it takes to '
recover systems and business processes following an unplanned disruption.
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Terminology

Making sense of the technical jargon

« Mean Time To Recovery/Repair (MTTR) — A basic measure of the
maintainability of repairable items. It represents the average time required
to repair or recover a failed component, device or process.

 Maximum Tolerable Downtime (MTD) — A term that specifies the
maximum period of time that a given business process can be inoperative
before the organization’s survival is at risk.

* In the previous example it is the amount of time from the disaster until critical business
operations resume. It could also be determined from the last successful backup.
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Strategies

Understanding the options helps you get a ‘foot in the door’

» Cold Site: A cold site is the least expensive type of backup site for an organization to operate.
It does not include backed up copies of data and information from the original location, nor
does it include hardware already set up.

* Hot Site: A hot site is a duplicate of the original site of the organization, usually with full
computer systems as well as near-complete backups of data. Real time synchronization
between the two sites may be used to completely mirror the data environment of the original
site using wide area network links and specialized software.

« Warm Site: A warm site is a compromise between hot and cold. These sites will have hardware
and connectivity already established, though on a smaller scale than the original production site
or even a hot site. Warm sites might have backups on hand, but they may not be complete or
recent.
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Strategies

Understanding the options helps you get a ‘foot in the door’

« Service Bureau: A company to partner with that specializes in disaster
recovery services and can provide guidance and resources on-demand
to accelerate recovery during an event. Companies can offer physical
and/or virtual assistance and could be considered DRaaS (Disaster
Recovery as a Service). These companies typically provide a wide
range of support before, during and after an event.

 Facilities such as mobile sites or alternative office space.

« Power and data communications along with networking equipment.
« Workstations, servers and printers (preconfigured or ‘bare bones’).

« Checklists and periodic check-ins to make sure plan is still accurate.
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Processes

Understanding the technology behind the business

Servers (Physical vs. Virtual)

* Physical Server recovery is typically longer and more expensive than
its virtual counterparts.

* Virtual Servers have more options when it comes to recovery and even
normal operations. There are also cost savings from virtualizing I'T
infrastructure and simplicity in the backup and restoration process.

« Services such as laaS (Infrastructure as a Service) or PaaS (Platform
as a Service) offerings allow you to build datacenters in the cloud
and/or combine on-premise infrastructure to increase resiliency.
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Processes

Understanding the technology behind the business

Data Storage and Backups

« Make sure critical system data is backed up based on the RPO
gathered through this exercise. It's important to make sure that the
backup method is appropriate for the data type being protected.

« Backup data is moving (has moved) from traditional tape/disk based to
SAN or virtual SAN architectures even hosted cloud service providers:
Google Drive, Microsoft OneDrive, Microsoft Azure, Amazon AWS, etc.

* You can leverage storage on-premise, off-site and in the cloud to build
a stronger backup strategy.

« PLEASE NOTE: It's important to always encrypt sensitive data and ensure that the privacy
settings on storage are tied down based on ‘least privilege'.
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Processes

Understanding the technology behind the business

Core Business Functions (Email, Telephone and Fax)

« Consider using web-based email services in addition to or in
replacement of on-premise solutions.

» High availability options exist that allow companies to quickly leverage alternate data
processing resources in the event of a failure.

« Unified Communications are VoIP solutions that offer flexibility with
business telephony and have an edge over on-premise systems
that may require servers, software and staff to rebuild.

« ‘Softphones’ are easy to use and can replace the need for handsets to be provisioned.

« Many solutions also offer Fax alternatives and advanced call routing and recovery
options.
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Processes

Understanding the technology behind the business

Software (Subscription vs. Purchased)

« Software companies are switching from the traditional (boxed) model to
a subscription service such as Office 365.

* Many times they also offer web versions that do not require any software to be installed on
the local machine; this lowers the MTTR.

* Depending upon the software necessary for your company to operate
SaaS (Software as a Service) solutions may provide a cost savings.

« Remember to store critical software somewhere accessible.

» For example: If you need specialized software to start the restoration process, make sure
this software, licenses, encryption keys, usernames, etc. are readily accessible by the
necessary individual(s).
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Establishing a Framework

Step-by-Step guide to create an actionable plan

* Due to the high cost of ineffective plans, information about planning and
crisis management processes are readily available.
« 1ISO 22301
* NIST SP 800-34

 Planning provides procedures for how employees and employers will stay
in touch and keep doing their jobs in the event of a disaster or emergency.

* IT should be involved in every step of the process.

« Many times IT understands the interdependencies of connected system that make
business processes run, but they do not always know why or what departments need.
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Establishing a Framework

Step-by-Step guide to create an actionable plan

« Before starting it is critical to have senior
management’s support to allocate sufficient
resources and personnel to the project.

« BCM can be used by companies to differentiate
resilience to potential or existing customers
* Process analysis and monitoring can expose business
inefficiencies.
* Retaining customers following a disaster is less expensive than
acquiring new customers.

» Successful experiences can build morale among employees
which prevents excessive turnover.

STEP ASSESSEMENT AND
1 OBJECTIVE SETTING

CRITICAL PROCESS
IDENTIFICATION

BUSINESS
IMPACT ANALYSIS

CONTINUITY RESPONSE
APPROACHES

PLAN IMPLEMENTATION
AND TESTING

MONITORING, VALIDATING

AND IMPROVING

© 2016 The Chartered Institute of Management Accountants
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Step 1

Initial Assessment and Objective Setting

Initiation and Management Involvement

« Set up an executive level sponsor to provide awareness to the organization. They must sell the
importance of the program to the executive team.

Determine Subject Matter Experts (SMEs) in all aspects of your business

operations.
+ |dentify the team in charge of the planning and overall success of the process.

Draft a plan that outlines the objectives of the organization.
* |t should include the scope and timeline of deliverables.

Develop a contingency planning policy statement.
« Aformal policy provides the authority and guidance necessary to develop an effective plan.
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Step 2

Critical Process Identification

* |[dentify the organization’s most critical business functions

 Prioritize these based on criticality to the business, maximum tolerable downtime and the
impact to the organization. You should assign team members responsible for their restoration.

* Document critical business equipment and software.

« Compile all documentation necessary to start your business over again in the event of a fire or
other disaster that destroys your critical on-site documentation. (i.e. encrypted USB devices or
cloud storage, etc.)

 Document external contacts such as vendors, contractors and customers.
» This includes, attorneys, bankers, IT consultants, utilities, etc.

* Pinpoint key resources and tools that enable processes to be executed.
» Facilities, specialized hardware, etc.

» People and Skill Sets (identify who can telecommute in the event that business operations
cannot continue at the regular location)
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Step 2

Critical Process Identification

« |dentify the business objectives and processes.

* Process owners should identify:
» Performance Metrics or Key Performance Indicators (KPIs)
» Contracts with external parties
» Regulatory and/or legal requirements (SLAs, SLOs, etc.)

 Management should establish recovery priorities for business processes
that identify the following:

« Essential Personnel Facilities

 Succession Plans Communications
 Technologies Vital Records and Data
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Step 3

Conducting the Business Impact Analysis

* The Business Impact Analysis (BIA) will help the company decide what
needs to be recovered, and how quickly. Mission functions are typically
designated as the following to help determine appropriate prioritization.

« Critical, Essential, Supporting and Non-Essential.
« Determine the impact of a system disruption to those critical systems.

* |[dentify resource requirements to resume critical processes quickly.
* |s there specialized equipment, hardware, software or knowledge required.

* |dentify recovery priorities for system resources.

« System resources can be linked more clearly to critical business processes and functions.
« Recovery in the proper sequence is important!
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Step 3

Business Impact Analysis

« |[dentify the Quantitative (measurable) and Qualitative (usually
reputational) impact that each critical process has to the business.

« |dentify the following impacts to specific business processes and corporate
functions when a disaster occurs:
« Human Resources
» Reputation
* Physical Assets
» Relationships (customers/vendors)

* Determine what is necessary to restore critical operations. Prioritize the
need to restore each item after an event.
+ |dentify a Recovery Time Objective for each process identified in Step 2.
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Step 3

Business Impact Analysis

« Results of the BIA contain:
 Critical departments and required resources
« Threats and risks to the business
* Impact company can handle dealing with each risk
« QOutage time that would not be critical
* Recovery alternatives
 Priority for recovery based on relationships

* These results should be documented and used to create balanced
recovery plans in the next step.
« Encourage your employees to keep instruction manuals and procedures of their own.
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Step 4

Continuity Response Approaches (Preparation)

« Consider adopting policies that prevent a set amount of executives,
managers and/or other critical personnel from traveling together.

« Contact lists are created and maintained for each employee who is
required to restore a critical business process.

« Work with IT managers to ensure that valid backups exist and are tested.
» Be sure to evaluate and prioritize the recovery time needs of each critical system.

« Conduct a cost-benefit analysis to better identify the proper balance
between recovery time objective and the cost of recovering data and
restoring systems within those timeframes.

* |dentify alternate vendors in the event of a disaster that prevents one or
more vendors from operating.
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Step 4

Continuity Response Approaches (Crisis Management)

* Determine who should be part of this team.

 i.e. Quick effective and decisive people that know the interdependencies within an
organization’s processes are prime candidates.

» Create a Crisis Communications Planning Checklist.

* Provide a highly detailed account of how critical processes will be
restored.

* Provide a detailed plan for notifying and updating the following audiences
about the event’s impact on the business.
 Employees
» Customers

* Vendors
* Media
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Step 5

Plan Implementation and Testing

 Types of Testing Exercises
* Checklist
 Structured Walkthrough (Role-Playing)
« Simulation
 Parallel

 Full Interruption (Mock Disaster Test)

» The goal is to simultaneously test as many components as possible. This type of test is
likely to be costly and could disrupt normal operations.
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Step 5

Plan Implementation and Testing

* Frequent testing of the plan is crucial to ensure that employees are familiar

with the steps to take in the event of a disaster.
» Use this time to identify gaps and inconsistences in the plan.

» Test business continuity plans at least once a year.
« When conducting tests, involve operational and functional employees as well as managers.

» Ensure time sensitive processes are recovered to a minimal acceptable level.

 Testing identifies limitations of emergency plans, business continuity plans

and disaster recovery plans.
» Most organizations change frequently, even mature business continuity plans may be
inappropriate in a given situation or at a given time.
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Step 6

Monitoring, Validating and Improving (Maintenance)

» As changes in the business occur, be sure to adjust business impact
analysis and business continuity plans accordingly.
 Itis very important to Test, Train and Maintain.

* |[dentify weaknesses and gaps uncovered during the test exercises.
« Some adjustments take time and may require additional resources.

» Develop a timeline to eliminate or remediate weaknesses and report on the outcome to key
managers.
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Creating a 'Run Book’

* A ‘run book’ refers to a set of defined procedures developed by the system
administrator or other IT professional for maintaining the everyday routine
as well as the exceptional operations of the network and systems.

* This ‘run book’ should contain all the information staff would need to
perform daily operations as well as information on dealing with problems
that arise.

* You will be able to delegate tasks and onboard employees more effectively
if you have good documentation to train them with.

« Use the KISS Principle when beginning to document, or compile existing
documentation. It's important to use a Table of Contents for organization.
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Creating a 'Run Book’

* |[dentify an owner, someone (or a group) responsible for maintaining the
documentation and updating it as part of a change management process.

« Set clear expectations of what IS and IS NOT contained or possible with
the documentation.

Policy Facilities Plan
* Disaster definition || * Safety
* Declaration » Data Center

Business Systems Roles Communications

*Call Tree
* Update Process

» Critical systems * Teams

* Priority * Members
» Office space *RTO / RPO * Responsibilities

* End User Activation

Key Contacts Key IT Documents

* Employees || * Diagrams
*Vendors :

* Service Provides * Test scripts

Return to Primary
Recover
» Systems Inventory Y Data Center

Courtesy of Phil Alberta — ILTACON 2017
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Creating a 'Run Book’
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Creating a 'Run Book’

« Operational run books should contain scenarios and use cases along with
detailed instructions and procedures to restore normal operations.

« A comprehensive run book should contain information such as:
« Contact Information for employees, vendors and consultants
* Infrastructure Overview (Data Center, Network Layout, Physical Access, Facilities)
* Order of Restoration (Start up and shut down procedures)
» System Configuration (Baselines)
« Backup Configuration
* Monitors (Alerts or checks on production system)
* Roles and Responsibilities
« Data Restoration Processes

***Always keep up-to-date documentation and revision control***
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Wrapping Up

* The documentation you create through this process should be
iIn multiple locations, secured, but easily accessed with the right
set of credentials, knowledge, etc. during an unexpected event.

« Consider leveraging cloud platforms for availability and recovery of
Important business process documentation.

« Each department or business group could have its own plan that rolls
up into the overall Business Continuity Plan for your organization.



Additional Resources and References

* The Business Continuity « |ISO 22301

Institute « https://www.bsigroup.com/globalassets/D
ocuments/iso-22301/resources/iso-
22301 -implementation-quide-2016.pdf

 www.thebci.org

 Disaster Recovery Journal

 www.drj.com
. The Risk M t » NIST SP 800-34
€ RIS anagemen * https://nvipubs.nist.qgov/nistpubs/legacy/s

Society (R| M S) p/nistspecialpublication800-34r1.pdf

e WWW.rims.org

 Disaster Recovery Institute
 https://drii.org

***Remember the key to DR and BC Plans is finding
alternative ways to process business transactions***
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http://www.thebci.org/
http://www.drj.com/
http://www.rims.org/
https://drii.org/
https://www.bsigroup.com/globalassets/Documents/iso-22301/resources/iso-22301-implementation-guide-2016.pdf
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-34r1.pdf
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“An ounce of prevention is worth a pound of cure”

-Benjamin Franklin



Questions?
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Owner / Principle Track

SESSION 2

“Sucker Punches”
Erich Kron (KnowBe4)




Erich Kron
Security Awareness Advocate

CISSP, CISSP-ISSAP, MCITP, ITIL v3, etc...

Former Security Manager for the US Army 2nd
Regional Cyber Center — Western Hemisphere

Former Director of Member Relations and
Services for (ISC)?

A veteran of IT and Security since the mid
1990’s in manufacturing, healthcare and DoD
environments

Certified Information - )
Ml | Systems Security Professional M Oﬂ
CISSP ICres

CERTIFIED

Certed nformaton. IT Professional
C'SSP' ystems Security Professiona

593 Architecture
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17,00

Customers
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KnewBe4

Human error. Conquered

The world’s most popular integrated Security Awareness
Training and Simulated Phishing platform

Based in Tampa Bay, Florida, founded in 2010
CEO & employees are ex-antivirus, IT Security pros

Former Gartner Research Analyst, Perry Carpenter is our
Chief Evangelist and Strategy Officer

Technology Banking

200% growth year over year 15% 19%

We help thousands of

organizations manage the 11% comiin
problem of social °
engineering AN Education

Insurance i N 0,
6% 4%
Energy

Healthcare \“ N 7%
7% ‘ o 4 0

Government
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Human error. Conquered.
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A staggering

1%)

of successful data breaches started
with a spear phishing attack

91% of successful data breaches
started with a spear phishing attack

Ransomware is predicted to
exceed damages of $5 billion in
2017, and continues to grow

CEO fraud (aka Business Email
Compromise) estimated to exceed
$9 billion in 2018

W-2 scams social engineer
Accounting/HR to send tax forms to
the bad guys



In 2017 Ransomware grew

300% over 2016

(B |
1 1 Sb l"\ Ransomware is predicted to
@ l Y exceed damages of $11.5
) billion by 2019, and continues
: to grow

Over 153,000 users were hit
by mobile ransomware in
2016
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“I'VE NEVER FOUND IT HAR
HACK MOST PEOPLE. IF
LISTEN TO THEM, WATCH TH
THEIR VULNERABILITIES ‘
LIKE A NEON SIGN SCREWE
INTO THEIR HEADSS

Elliot /"1.|uh'.‘r80l'l_
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Recent studies show that over

of users click on a phishing link
in under 60 minutes

i
j
?i

Mins to User
Clicked Phish

® <=60mins
60 to 120 mins
120 to 180 mins
® 180 to 240 mins
® Upto 17 hours

20.29%
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Clickbait: It’'s More Science Than You Think

They just wanted groceries... nobody expected THIS!

* Leverages “pattern interruption” to create curiosity
often based on the "information-gap" theory

* “Such information gaps produce the feeling of
deprivation labeled curiosity. The curious individual

You WON'T Believe What They Caught The iIs motivated to obtain the missing information to
Cashiers Doing At This Supermarket... oA . . . no_
Al o reduce or eliminate the feeling of deprivation.

George Loewenstein, Carnegie Mellon

9 THINGS YOU NEED TO KNQW ABOUT * Also leverages outrage and anger, which drives us
GLICKBAIT - #4 WILL BLOW YOUR MIND to take action
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£IPHISHING

TESTS
TOP SOCIAL MEDIA EMAIL SUBJECTS

New Voice Message

13%
Login Alert
Linkedin
45%
Password Chénge A V.
14% N5 h “New Message”
15%
Tagged Photo

COMMON "IN THE WILD" ATTACKS

* IT DESK: Security Alert Reported on Campus

+ IT DESK: Campus Emergency Scare

+ IT DESK: Security Concern on Campus Earfier

+ Amazon: Billing Address Mismatch

* Password Review

* Urgent Security Event: Your account details were found online
* Wells Fargo: New device detected

* Microsoft: Updates to our terms of use

+ GasBuddy: Major car recall announced today

* CNN: Facebook-Cambridge Analytica Apology Tour



The Invoice/P.O. Phish

* The most common
phishing genre in the
emails reported to us via
the Phish Alert Button
(PAB)

* This type of phish easily
blends into the deluge of
emails that employees in
many positions deal with
on a daily basis.
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x D l;;é ‘/L_A I\;el D— ¥ Create New m !)@

Delete Archive Reply Reply Forward ;7 ~ Move D?, Mark Categorize Follow Translate
All = ’ - Unread - Up ~
Delete Respond Quick Steps P Move Tags [ Editing

ADP Billing <message@adpr.com> Michael

Your ADP invoice 015507 is ready for your review!

Your monthly ADP invoice has been generated and can be reviewed at your earliest convenience.
The invoice can be viewed online, on the ADP website, by visiting the link below:

https://invoices.adp.com/bill/download.aspx?{i le=doc&1d=015507

Thank you for choosing A.D.P. solutions

ADP and the ADP logo are registered trademarks of ADP, LLC.
Copyright © 2017 ADP, LLC ALL RIGHTS RESERVED.
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The Package or Parcel Delivery Phish

* Companies and organizations in the
business of delivering packages and
parcels now email customers and
users on a daily basis.

* Once again, the bad guys regularly
seek to capitalize and exploit this kind
of business-to-business
communication by crafting phishing
emails that mimic those sent by
recognized organizations like USPS,
UPS, FedEx, and DHL.

NOTICE: PENDING DELIVERY. - Message (HTML)

Q Tell me what you want to do

XH

§ Create New ¥ : V;' H Q
g m & i a}u
Delete Archive Reply Reply Forward — | Move 2, Mark Categorize Follow Iransia’(e % Zoom
All ’ v Unread v Up~ L\ I
Delete Respond Quick Steps F] Move Tags - Editing Zoom
FedEx® <testi@merchminer.com> jahn,

NOTICE: PENDING DELIVERY.

Your shipmenl has armved and ready for delivery loday
But we are unable confirm your receivers address, please reconfirm your receivers address below

Click here to correct your receivers address

If your package is not delivered or picked up within 48 hours, it will be returned to sender. Contact us for further assistance

©Fedex Information Center 2017

KnewBe4
Human error. Conquered.
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CEO Fraud:
Protecting
The Targets

KnewBe4



e
How CEO Fraud Plays Out

* KnowBe4 had just hired a new controller. |

d < |
Part of the onboarding process is updating From: Stu Sjouwerman <stus@knowbed4.com>
. Date: Fri, Jul 1, 2016 at 1:30 PM
LinkedIn Subject: Re:

To: Camille Herndon <camilleh@knowbe4.com>

* Afew weeks later, she receives this email,

, - Did you get my previous message?
but the email headers proved it's not from Stu

Stu
* This was a real CEO Fraud attempt, just a

few weeks after she had updated her LinkedIn
account

KnewBe4
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This scam only surfaced as the U.S. government filed
a civil forfeiture lawsuit in federal court in Manhattan
seeking to recover tens of millions held in at least 20
bank accounts around the world.

The scammer, a 48-year old Lithuanian managed to
trick two American technology companies into wiring
him $100 million.

What makes this remarkable is the amount of money
he managed to score and the industry from which he
stole it. The indictment specifically describes the
companies in vague terms, but Apple, Cisco, HP and
Facebook come to mind.

KnewBe4
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$44 Million in a Single
CEO Fraud Attack

* Leoni AG fell victim to a classic CEO Fraud attack that
has cost the company a whopping 44 million dollars.

* Attackers crafted emails to appear like legitimate
payment requests from the head office in Germany
and sent them to a subsidiary of Leoni in Bistrita,
Romania.

* The scammers had extensive knowledge about the
internal procedures for approving and processing
transfers, meaning the network had likely been
penetrated months earlier.

KnewBe4
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Urgent Request for W-2s

Urgent Request Inbox X =
» Stu Sjouwerman <stus@knowbed. 7:50 AM (1 hour ago) - v
to me |~
Alanna

I want you to send me the list of W-2 copy of employees wage
and tax statement for 2015, I need them in PDF file type, you
can send it as an attachment. Kindly prepare the lists and email
them to me asap.

Re: Urgent Request Inbox X &
Yo fhend 10:42 AM (5 minutes ago) LN v
fome |~
Hi Alanna,

Thanks for your quick response. I will want you to kindly work with kim and get the list of W-2 copy
of employees wages and tax statement for 2015. Make sure they are in PDF file type and send it as
an attachment. Kindly prepare the lists and email them to me asap.

Thanks.
Stu

KnewBe4
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My W-2 Fraud Story

* 250 employee company

THAT MOMENT,WHEN YOU REALIZE

-

* Not really well known or heavily marketed
* President was traveling, the email requested W-2s

* Signature was correct, probably from his

»
out-of-office reply YTk T
YOU'DODGED A
* HR person felt something was fishy (phishy?) B“llE!eme B

and gave me a call




Ransomware:
Know The
Enemy
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* This is designed to let people that are not
RaaS: technical set up attacks

* Different ways of doing this, for example,

Ransomware Philadelphia is $400, Dot is free with a

- 50/50 split of profits, Saturn and Cerber
as d SerVICe RaaS models are free with a 70/30

affiliate/malware developer split




Infected Apps:

All personal data from your smartphone
has been trasfered to our secure cloud.

It contains:

& - Personal photos ()
- Contact numbers ()

- Sent and received SMS ()

- Facebook messages

- Chrome visits history

“
%)
R - Phone calls history ()
f
-
@

- Full email texts

o - GPS location history

In less then this data will be sent to every
person from your telephone and email contacts list.

To abort this action you have to pay a modest RANSOM
of $50.

|dentity and Privacy

LEAK

PROCCEED

Image Source: bleepingcomputer.com/

LeakerLocker

* This is Android Doxware

* Does not root, relies on permissions
granted during install and locks the
screen

* Found in"Wallpapers Blur HD" and
"Booster & Cleaner Pro" apps

* Both were part of a rewards program
that paid to install an app
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The Future of Ransomware

The Internet of ransomware things...

ON STRIKE

HUNGRY? UNTIL YOU
PAY UP AND | |SEND MONEY
20 BUCKS
LLL SNLOCK IN MY PAYPAL

ACCOUNT I’LL BE
OR I'LL ONLY | (BURNING THE
TOAST IF YOU
DON‘T GET

P —

HACKER #100
OR I‘LL REVERSE

BLOW DIRT ALL
OVER THIS
PLACE/

YOUR CAR, BUT
ONLY TO TAKE

YOU TO YOUR
BANK TO MAKE
IF YOU DONT A TRANSFER.
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE

TRASH.

EXCUSE US
WHILE WE
PARTICIPATE
IN A DDOS

THE NEXT TIME
YOU LEAVE, IT’LL
COST YOU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

SEND ME $25 OR
IL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU

I’M TURNING
OFF THE
HEAT UNTIL
YOU WARM UP
MY BANK
ACCOUNT/




Arm
Employees
For Battle

KnewBe4
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Comprehensive Programs Work

* Most security awareness programs are still too superficial and done for
compliance reasons

* What is missing is the correct estimation of the adversary being faced and the
degree of commitment an organization has to have to stave of attacks




e
Develop a Coordinated Campaign

* Training on its own, typically once a year, isn’t enough

* Simulated phishing of groups of employees on its own doesn’t work

* But together, they can be combined to greatly increase effectiveness
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How can we protect our current businesses?

Social Engineering " Red Flags
& From

* | don't recognize the sender's email address as
someone | ordinarily communicate with

DATE

« Did | receive an email that | normally wouki
get ouring regular business hours, but it
was sent at an unusual time (ko 5 am.?

| @ susJEct

« Did | get an emal with a subject ine that is
irrelevant or does not match 1ho mossago
content?

From: YourCEO@yourorganization.com
e TO: YOUEDyOUrOrganization com
Date: Monday Decomber 12, 2018 3:00 pm

Subject: My menay got stoion 4

This email is frem itside my organization
and it's not related to my job responsibilities.

This emall was sent from someone inside the
organization or from @ cusiormer, vo or parlrer
and is very unusual or out of character

Hi, I'm on vacation in Londen ant my meney and passpon were
stofen out of my bag. Could you wire me 5300 vie Bank of America?
They gave me a apecial link 80 this goes right inlo my account and
1 can buy a licket home!

Is lhe sendor's email acdress Trorm a suspicious
domain (like micorsot-support.com)?

| don’t know the sender personally and they
were not vouched for oy someone | trust

| don’t have a business relationship nor ary past
communications with the sender

Thanks so much | This reglly helps me out! .
* Is the email message a reply o something

I never sent or requested?

-

This is a1 unexpected or unusual email with an
embedded hyperlink or an attachment irom
someone | haven't communicated with recently.

ATTACHMENTS
@ TO * The sender included an emall attachment that | was not expecting or that
2 : oy

makes no sense in relalion | the email message. (This sender doesn’t
crdinarily send me this type ot attachment.)

was cc'd on an email sent to one or more people, but | don't
pononally know he olher pecple it was sanl o = | ses an allachment wilh a possibly dangerous file type. The only file lype
nat is always safe to click onis a.txtfie.

| raceived an email that was a'so sent tc an unusual mix of people
For instance, L might be sent o & random group of peaple al my

organization whese last names start with the same letter, or a whale
list of unrelated addresses. CONTENT
HYPERLINKS = the sender asking me to click on a lirk or open an attachment o avoid a negative
consequence Or [0 gain something of value”

* lsthe emal out of the ordinary. or does it have bad grammar or spelling errors?

* | hover my mouse over a hyperlink that's displayed i the email message, but

1ho link-to address is for a different website. (This < a big rad llua. ) * Isthe sender asking me ta click a Ink or open up an attachment that seems odd or illogical?
* | receved an email that only has long hyperlinks with no further information, * Do | have an uncomfortable gut feeling about the sender's request to open an attachment
and 1he rost of 1he omal is complelaly blank, or click a link?
* | raceived an email wilh a hyperlink that is a misspelling ol a known web sile, For * Istha emall asking me 1o ook al a compromising or embarrassing picture o' myself or
instance, www.oankaotamnerica.com —the 'm" is raally two charactess — “r" anc “n, scmeone | know?

2017 ArowBed, LLC. Al
hieessin) 1ray be iradeinarks ancior reages:

KnowBe4

et laderarks of the s resp Human error. Conquered

KnewBe4

Human error. Conquered.




Training:
How To Do It
Right

KnewBe4
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We provide baseline testing to assess the Phish-prone™
percentage of your users through a free simulated phishing
attack.

"’ The world's largest library of security awareness training content;
including interactive modules, videos, games, posters and
newsletters. Automated training campaigns with scheduled reminder
emails.

J Best-in-class, fully automated simulated phishing attacks, hundreds of
templates with unlimited usage, and community phishing templates.

. Enterprise-strength reporting, showing stats and graphs for both
training and phishing, ready for management. Show the great
ROI!

KnewBe4

Human error, Conquered




e
Phish Like the Bad Guys

Conduct “Full Random” Phishing Attacks

* Prairie dogging is when an employee notices a simulated phishing email and warns the
others in the office about it. Or employees get used to the simulated campaigns, and
learn to watch out for them

* The way to guard against this is to use what are termed full random simulated phishing
attacks

* This entails the selection of random message delivery, and random phishing templates
to gain a more accurate estimate of an organization’s likelihood to fall victim to phishing




Phish Like the Bad Guys

Personalize Emails

Just adding an employee’s first name isn’'t enough. Personalization must be taken
further

For example, add an attachment named, “Q4 Payroll” and make it look like it's sent to
them accidentally by referring to their supervisors name in the message

Another tactic is to split phishing email into groups such as by departments, or to tie
phishing emails into topical or popular events

Test them with the latest social engineering tactics and current event templates
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Security Awareness Training Program That Works

* Drawn from a data set of over six 27 :Dnr:tial Baseline
T v 24 ish-prone Percentaee:
million users 3 21 AVG 27% age:
* Across nearly 11K organizations § 18
°
 Segmented by industry type and 9 45 i\";'g";gi/bate“
organization size ﬂé 12
* 241,762 Phishing Security Tests S 9 12 Months Later:
(PSTS) ﬁ 6  Training AVG 2.17%
L Period
o 3 -
S 9 10 12
0 234567891011

—_

Months

Based on 6 Million Users

KnewBe4
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Cyber

Every company has cyber threats

0

0
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The material in this presentation does not cover all possible cyber threats that may exist, does not
identify potential controls for those risks, and does not constitute legal advice.

| DISCTATMERS

This material is not intended as advice to you or your insureds about specific risk control practices.
Travelers disclaims all forms of warranties whatsoever, without limitation and implementation of any
risk control practices suggested by this presentation is at your insured’s sole discretion.

The material in this presentation does not amend, or otherwise affect, the provisions or coverages
of any insurance policy issued by Travelers.

This presentation is not a representation that coverage does or does not exist for any particular
claim or loss under any insurance policy.

Coverage depends on the facts and circumstances involved in the claim or loss, all applicable
policy provisions, and any applicable law.

Availability of coverages referenced in this presentation may depend on state regulations.

Also note:

This presentation material is about coverages generally available in the marketplace, and is not
based specifically on Travelers products.
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The regulatory environment

State Data Breach Laws Children’s Online Privacy

Protection Act (COPPA)
Health Insurance Portability &

Accountability Act (HIPAA) Federal Information Security
Management Act (FISMA)

EU Data Protection Directive

| Health Information Technology for Economic
Gramm-Leach-Bliley & Clinical Health Act (HITECH Act)

Securities and Exchange

Commission (SEC) FDIC and FFIEC

Sarbanes-Oxley

Payment Card Industry Data Security Standard (PCI-DSS)






Interconnectivity

@

Think of all the places
your personal information resides
and all the ways

it can be shared or transferred
\—




How breaches can occur

Password Sniffing

Solicitation
Human It Security Error

Lost Mobile Device
besiiathelbhon . . Pretexting
UnapproE/eDF::iI Dte.vticleé)b a Ct IWV IbSUI I l \L/a.ptclp Tth.Eft
enia ervices
- e se vioiation
Brlbes : Social Media
Malware Infection Phishin
Financial Fraud 9
Data Misuse Bots On Network

e R@ASOMWare
Social Engineering

Improper Data Disposal
Abuse of Access



E-mail: The #1 attack vector last year

@ Overall email malware rate

2014 2015 2016
M 1in 244 1in 220 1in 131
Email malware rate by company size

Company size Malware Rate (1 in)
1-250 127
T 251 — 500 95
iff 501- 1,000 139
1,001 — 1,500 224
1,501 — 2,500 104

2,501+ 170

Source: Symantec™ Internet Security Threat Report, Volume 22, April 2017



Magnitude of cyber threats

Average records lost in
926,528 a data breach

$5 3B Lost worldwide as a result of
I business email compromise fraud

8 50 / Of surveyed executives reported experiencing
O cyber attach or breach

Sources: Symantec™, Internet Security Threat Report, Apr. 2017; Federal Bureau of Investigation, Public Service Announcement 1-050417-PSA, May 2017; Kroll, Global Fraud & Risk Report, Jan. 2018



“Only large organizations are targets.”




Small and mid-sized firms are just as exposed to data breaches as large firms

Breaches by number of employees

1-250
employees

2500+
employees

251 - 2500
employees

Source: Symantec™ Internet Security Threat Report 2016



business can be a target




Not solely an IT issue

If you have employees, you have
exposure:

» Malware and viruses due to internet or email
activities

» Leaving paper records in public
» Misplaced or stolen mobile devices
» Inadvertent emails

» Phishing and spear phishing




Hacking: Vulnerabilities and exploits

357M new malware variants in 2016 alone

: Malware is still on top in its many forms
» Trojans, ransomware, worms
» Java downloaders leverage VB and Powershell scripts

Windows, Mac, mobile devices all reported vulnerable

Source: Symantec™, Internet Security Threat Report, Apr. 2017



Ransomware: A problem that keeps getting worse

» 1,271 detections daily
» 463,000 per year - 36% increase

Prevalence

G mx DOOOOOOOOCOOE ZOOOK XK
)omx DEOOOIIINICKNNIE FOONK. XK

:t\’??\‘\{m\\x.\x\\ MO, XK Ransom > 266% Increase
IO XIOCROOK! POONX
oo 2 @ cost > $1,077 per system up from $294

New N
ransomware » 101 new families

families » 3x increase

Source: Symantec™ Internet Security Threat Report, Volume 22, April 2017



Employees can be involved in all the highlighted cause of loss

Hacker

Malware/Virus

Staff mistake

Rogue Employee
Lost/stolen laptop or device
Other

System glitch

Paper records

Theft

Improper data collection

Percentage of Claims by Cause of Loss

31%
14%
1%
1%
10%
7%

5%

5%

4%

2%
0% 5%  10%  15%  20%  25%  30%

Source: NetDiligence® 2015 Cyber Claims Study

35%



Costs of data breach

Information losses cost U.S. businesses an average of:

$221 $7.01M

per compromised total cost
record

Source: Ponemon Institute 2016 Cost of Data Breach Study, for surveyed companies that experienced a breach which required the company
to notify victims under state law.



Why so expensive”?

Security breach action steps

» Determining cause of security breach and persons whose identity information was accessed
or acquired without their authorization

» Legal fees to determine applicable laws,
develop materials and proactively
defend firm from future liabilities

» Notify victims of breach, may include
* Physical mailings
* Emails
» Call centers (incoming and outgoing)

» Potentially offering credit monitoring services



Summary: Potential impact of a cyber event

. ; llllN :
CLOSEDF
L 3 1 ;.
FGaL No TIicg Please Call Again 7o 3
Costs of legal Forensics, Network damages Business Indemnify victims
compliance legal consultants and costs to repair interruption

or upgrade



Summary: Potential impact of a cyber event

...and more

Indemnify financial Defense costs Injunctive relief Damage to Ticking time-bomb
institutions shareholders theory



